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METHOD AND APPARATUS FOR CONTENT BASED ROUTING 

OF MESSAGES 

REFERENCE TO RELATED APPLICATIONS 

This application hereby claims priority benefit of provisional patent 
application serial number 60/234,926, filed September 25, 2000, which is 
incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

The present invention relates to a method and apparatus to route a 
message from its sender to recipients based on the message's content and based 
on each potential recipient's interest in some or all of such content. 

Historically, messages (electronic, hand written,...) have been routed 
based on an address associated with each message which has been provided by 
each message's sender. Postal services, package delivery services, Ethernet, 
Internet Protocol (IP), all work on this premise. This is called Address 
Based Routing. A premise of Address based Routing is that the sender must 
know the address of the recipient of the message in order to send the message. 
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SUMMARY OF THE INVENTION 



Content Based Routing is a method by which messages are routed based 
on the data contained in the message (its content) and based on interest for such 
data. Content Based Routing is implemented by a Content Based Router (a 
5 person or a device (mechanical, electronic, or otherwise) - abbreviated as 

CBR). A Content Based Router accepts messages from senders and accepts and 
remembers interest criteria from potential recipients. When a Content Based 
Router gets a message from a sender it compares the content of the message 
against the interest criteria of its potential recipients and sends the message to 
10 each potential recipient for whom there is a match. A premise of Content Based 

Routing is that a sender need only know the address of the Content Based 
Router to which it will send the message in order to send the message. This 
gives the sender and potential recipients the ability to remain anonymous to each 
other. 

15 Accordingly, it is an object of the invention to provide an apparatus and 

method for content based routing wherein user may register positive interest 
criteria for receiving messages and negative interest criteria for prevention of 
receiving messages. In particular, the method is applicable to processing of else 
messages which have neither a response nor a request field. The positive 
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interest criteria for else messages is provided in a first minimized table for the 
client and also in a global table. The negative interest criteria for else messages 
is provided in a second minimized table for the client. 

In accordance with these and other objects of the invention, there is 
provided a method of routing messages based on content comprising the 
following steps. Receiving messages from clients including response messages 
having a response field, request messages having a request field, and else 
messages having neither a response field nor a request field. Processing the 
response messages by determining if the response messages have a sender id and 
sending the response messages to the sender id when present. Processing the 
request messages in accordance with contents of the request fields and rules 
associated therewith including registering interest criteria for ones of the clients 
for interest in ones of the else messages. The registering of interest criteria 
includes processing positive else registration requests by storing positive else 
registration request data in a first set associated with a sender id of the client 
sending the request message, and processing negative else registration requests 
by storing negative else registration request data in a second set associated with 
the sender id of the client sending the request message. A further step of the 
method includes processing else messages by the following steps for each 
respective one of the respective ones of the clients: testing data of the else 
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message for correspondence with the positive else registration data of the 
respective one of the clients; testing data of the else message for correspondence 
with the negative else registration data of the respective one of the clients; and 
sending the else message to the respective one of the clients only if there is 
5 correspondence with the positive else registration data of the respective one of 

the clients and the is not correspondence with the negative else registration data 
of the respective one of the clients. 

The above, and other objects, features and advantages of the present 
invention will become apparent from the following description read in 
10 conjunction with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a flow chart for top level message processing; 
Fig. 2 is a flow chart for response message processing; 
Fig. 3 is a flow chart for request message processing; 
15 Fig. 4 is a flow chart for registering interest criteria for request 

messages; 

Fig. 5 is a flow chart for registering interest criteria for else messages; 

and 

Fig. 6 is a flow chart for else message processing. 
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DETAILED DESCRIPTION 

Provided herewith is a computer program listing appendix on a compact 
disks which provides a source code listing of content based router programing 
for implementing various aspects of the present invention as described herein. 
5 Implementation of a Content Based Router of the present invention is 

achieved as described below. Meaningful communication requires agreement 
between sender and recipient on the structure of the messages to be exchanged. 
In this implementation of a Content Based Router all messages are made up of 0 
or more fields and each field is made up of an identifier (a field id) and 1 or 

10 more data items (a data item may be empty). This implementation of a Content 

Based Router also assigns special meaning to field ids request, response, 
response code, registration, rule, field list, private tag, and sender id (the 
names of these field ids are not necessarily the ones used in the accompanying 
code but have been chosen to improve clarity). If a message contains a field id 

15 of response, it is called a response message. If a message does not contain a 

field id of response but it does contain a field id of request it is called a request 
message. If a message does not contain a field id of response and does not 
contain a field id of request it is called an else message. 
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Referring to the flow chart of Fig. 1, when a CBR gets a message it 
checks to see if the message is a response message, a request message or an else 
message and processes it accordingly (it does response processing for response 
messages, request processing for request messages and else processing for else 
5 messages). 

The flow chart of Fig. 2, shows a method for Response Message 
Processing of the present invention. Once a CBR identifies that a message is a 
response message it looks for the field identified by sender id. If such a field is 
not present in the message the CBR ignores the message. If such a field is 
10 present in the message it looks at the last data item in that field and attempts to 

locate a client whose id is identical. If it locates a client whose id is identical it 
then removes the last data item from the sender id field and sends the message 
to that client. Otherwise the CBR ignores the message. 

The flow chart of Fig. 3 shows an implementation of a method for 
15 Request Message Processing of the present invention. When a CBR identifies 

that a message is a request message it looks for the first data item in the field 
identified by request. 

If the first data item in the request field is empty then it appends the id 
of the client who sent the message to the sender id field (creating the sender id 
20 field in the message if necessary) and processes the message as an else message. 
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The request message is called an implicit request (the expectation here is that 
ultimately the recipients of this message who are not CBRs themselves will, 
once they identify that the message is an implicit request, create and send back 
an associated response message (implying receipt of the implicit request 
5 message)). 

If the first data item in the request field is not empty then the CBR 
determines whether it itself handles a request identified by the first data item in 
the request field or one or more of its clients handles such a request. 

If the CBR itself handles the request then the CBR does what it does to 

10 handle the request and sends back an appropriate response to the client who 

submitted the request. 

A key requirement concerning the formation of a response (and this 
holds for any client of a CBR that handles requests - implicit or otherwise) is 
that each message of the response (a response may span more than one message) 

15 must contain, unaltered, the sender id and private tag fields from the request 

message that generated the response (the sender id field contains routing 
information created and used by the CBR and the private tag field contains 
information created and used by the creator of the request message - it is a way 
that a requestor may use the message's transport mechanism as a memory 

20 device). Each message must also contain a response field whose data items and 
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their order are identical to the request field of the request message that 
generated the response. Finally, the last message in a response must contain a 
field identified by response code. A response code field containing only one 
data item and that data item is empty, implies that the request handling was 
completed without error. Any other contents in the response code field implies 
that the request handling was not completed or was not completed without error 
and can (at the discretion of the request handler) indicate the reasons for such 
error. 

If the CBR itself does not handle the request then the CBR appends the id 
of the client who sent the request message to the sender id field (creating the 
sender id field in the message if necessary) and sends, according to the rule 
associated with the request, the request message to appropriate clients who have 
indicated that they themselves handle the request. 

When interest criteria for request messages is posted by a client 
to a CBR, the client also indicates the rule to be applied to the 
request to determine which client or clients is/are to be sent the 
message. Though rules may be added or deleted, some commonly 
used rules are forward all (all clients posting interest criteria for 
this request are to be sent the request message) and round robin 
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(the next client in the list of clients who have posted interest 
criteria for this request is to be sent the request message). 



If the CBR itself does not handle the request and if none of the CBR's 
clients handle the request then the CBR sends back to the client who sent the 
5 request message a response message indicating that the request could not be 

serviced. 

The flow chart of Fig. 4, shows a method of Registering Interest Criteria 
for Request Messages of the present invention. A potential recipient may 
indicate his interest criteria for request messages by sending a request 

10 registration request message to the CBR. When the CBR gets a request 

registration request message it identifies the request to be registered (the first 
data item in the registration field or the second data item in the request field) 
and its associated rule (the first data item in the rule field). If interest in such a 
request has not been registered already, the CBR registers the request, 

15 associates the rule and the sender's id with it and sends back a response 

indicating that the request has been registered successfully. 

If interest in such a request has been registered already, the CBR checks 
the rule associated with the registered request and compares it with the rule 
contained in the request message. 
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If the rules are not the same the CBR sends back a response so 
indicating. 

If the rules are the same and they permit interest from multiple clients 
then the CBR associates the sender's id with the registered request and sends 
5 back a response indicating that the request has been registered successfully. 

If the rules are the same and they do not permit interest from multiple 
clients or if the rules are not the same then the CBR sends back a response so 
indicating. 

Fig. 5 provides of flow chart of a method for Registering Interest 
10 Criteria for Else Messages of the present invention. A potential recipient may 

indicate his interest criteria for else messages by sending either an else 
registration -{- request message (which corresponds to criteria for else messages 
the potential recipient wants) or an else registration- request message to the 
CBR (which corresponds to criteria for else messages the potential recipient 
15 does not want). 

When the CBR gets an else registration request -h message it looks at the 
field list field and all other fields that it has not assigned special meaning. To 
each data item in each of these fields it associates a type, a field id and a data 
item (this is known as a triplet) as follows: 
20 If the field id is field list : 
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if the data item corresponds to a field id to which it 
has assigned special meaning or if the data item 
does not correspond to a valid field id, it sends 
back a response so indicating 

5 else the type is field, the field id is the data item for which 

the triplet is being created and the data item is empty 



If the field id is not field list then the type is data, the field id is the data 
item's field id and the data item is the data item for which the triplet is 

being created. 



10 For example (here field ids are terminated by are followed by zero or more 

data items (space separated) and fields are terminated by 
A CBR gets the following message: 

greeting : hello, name : shayla jolene, request : "interest 
criteria registration", field list : text, news :, 
15 It detects that this message is a request message and that the 

request is else registration. It forms triplets for each data item in 
the field list field and for each data item in the other fields 
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(greeting, name and news) but not for the data item in the request 

field. The triplets are : 

''data greeting hello" for hello in the greeting field 
''data name shayla" for shayla in the name field 
5 "data name jolene" for jolene in the name field 

"field text empty" for text in the field list field and 
"data news empty" for the empty data item in the news 
field. 



Each triplet is assigned a number (this is known as its triplet id) such that 
10 if the same triplet is constructed subsequently, it may be referred to by the same 

triplet id it was assigned initially. As each triplet is constructed the CBR adds its 
triplet id to a list of triplet ids particular to this message (this list is known as an 
interest criteria list). When the interest criteria list has been completed the CBR 
sorts the list, inserts it into a table of interest criteria lists for wanted messages 
15 particular to the sender of this else registrations- request message and 

minimizes this table. It also updates a table it maintains with the field ids used in 
the triplets whose ids were inserted into the interest criteria list. The contents of 
this table is the union of all the field ids in all the triplets whose triplet ids make 
up all the interest criteria lists of all the CBR's clients (this is known as the 
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global interest table). The CBR then sends back a response indicating that the 
interest criteria indicated in the else registration^ request message has been 
received and understood. 

A key feature about the methods used by this CBR is that it provides a 
5 bijective mapping between an interest criteria list and a sorted numerical 

sequence. It also stores these sequences in a table that it minimizes. 

When the CBR gets an else registration- request message it forms 
interest criteria lists as it does when it gets an else registration request 
message but inserts them into and minimizes a table of interest criteria for 
10 unwanted messages particular to their sender. It does not update the global 

interest table. 

Furthermore, registering Interest Criteria to Prevent a Client's Receipt of 
Else Messages It Itself Sends is implemented in the present invention. In order 
to prevent a potential client from receiving else messages it sends to a CBR that 
15 also meet its own interest criteria, a potential client may send a do not send me 

else messages I sent you request message to the CBR and the CBR will act 
accordingly. 

Unregistering Interest Criteria is also implemented. A potential recipient 
may withdraw his interest criteria for request messages by sending a request 
20 unregistration request message to the CBR. When the CBR gets a request 
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unregistration request message it identifies the request to be registered (the first 
data item in the registration field or the second data item in the request field), 
updates its request registration tables accordingly and sends back an appropriate 
response. 

5 A potential recipient may withdraw his interest criteria for else messages 

by sending either an else unregistration request message or an else 
unregistration- request message to the CBR. The CBR updates its tables 
accordingly and sends back an appropriate response. 

The flow chart of Fig. 6 shows a method of Else Message Processing of 

10 the present invention. When a CBR identifies that a message is an else message 

it tests the message to see if it satisfies it clients' interest criteria for else 
messages. As each of its clients may have different interest criteria for else 
messages it makes this test for each of its clients. As a clients' interest criteria 
for else messages is organized in 2 sets (interest criteria for wanted else 

15 messages and interest criteria for unwanted else messages) it first applies the 

interest criteria for wanted else messages and if that criteria is satisfied, applies 
the interest criteria for unwanted else messages. Only if an else messages 
satisfies the interest criteria for wanted else messages and does not satisfy the 
criteria for unwanted else messages is an else message sent to a client. 
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Specifically, when a CBR identifies that a message is an else message it 
attempts to locate each field id in the message that is in its global interest table. 
It then constructs triplets for each data item in each of the fields in the else 
message whose ids were found in the global interest table (and for fields in the 
5 else message whose ids were found in the global interest table but do not contain 

data items), and forms a sorted list of their triplet ids (this list is known as an 
input list). 

The CBR then performs the following evaluation for each of its clients : 
The input list is compared with the client's table of interest criteria lists 
10 for wanted else messages. 



If a sorted subset of the input list is contained in the client's table of 
interest criteria lists for wanted else messages, then there is general 
interest in that else message for that client. 



If there is general interest in that else message for that client, the input 
15 list is then compared with the client's table of interest criteria lists for 

unwanted else messages. 
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If a sorted subset of the input list is not contained in the client's table of 
interest criteria list for unwanted else messages then there is no unwanted 
interest in that else message for that client. 

If, for that client, there is general interest and there is no unwanted 
5 interest in the else message, the else message is sent to that client. 

Parent CBRs are established by the present invention. When a client 
connects to a CBR a parent/child relationship is established. The initiator of the 
connection is called the child. The CBR to whom the client connected is called 
the parent. CBRs having a common parent are called siblings. A child CBR of a 
10 parent CBR is a grandchild CBR of the parent CBR's parent CBRs and so on 

(seniors and cousins). 

When a message is sent from a child to a parent it is moving up. When a 
message is sent from a parent to a child it is moving down. 

A child CBR maintains a list of its parents, a parent CBR sees its 
15 children CBRs as other clients - it does not distinguish them from any other 

clients. 
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Registering Interest Criteria with a Parent is ftirther accomplished by the 
present invention. Since, from a parent CBR's point of view, a child CBR is just 
another client, in order for messages to be sent to a child CBR from its parent, 
the child CBR must register with its parent CBR the criteria for wanted else 
5 messages and for request messages that are of interest to its own clients. This 

registration occurs upon connection to its parent and also when the child CBR 
receives any new interest criteria (request message registrations and wanted else 
message registrations). Likewise, when an interest criteria is removed by a 
client of a child CBR, if such interest criteria is not shared by any of that CBR's 
10 other clients, the CBR, will send request messages to its parents to unregister 

that interest criteria. When a client terminates its connection to a child CBR (or 
when a child CBR detects that a client's connection is no longer valid), the CBR 
will send request messages to its parents to unregister all of the interest criteria 
of that client that is not shared by the CBR's other clients. 
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Else Message Propagation is also implemented in the present invention. 
To ensure that an else message received by a CBR can get to the clients of its 
parents (should there be such interest), a child CBR unconditionally sends all 
else messages it receives to its parents. However, to prevent messages it sends 
5 to its parents from being sent back, even when such messages meet the interest 

criteria it has registered with its parents, upon connection to a parent, a child 
CBR sends it a do not send me else messages I sent you request message. 

Request Message Propagation is further implemented in the present 
invention. When a child CBR receives a request message, if it itself cannot 

10 service the request and if none of its clients have registered interest criteria for 

that request, instead of sending back to the client who sent the request message a 
response message indicating that the request could not be serviced, the CBR 
appends the id of the client who sent the request message to the send id field 
(creating the sender id field in the message if necessary) and sends it to its 

15 parents (a child CBR may do this even when one or more of its clients can 

service the request if the rule associated with the request provides for multiple 
concurrent responders). 
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The present invention still further provides for Hiding Messages from 
Parent, Sibling and Senior CBRs. Sometimes it is desirable for a CBR to shield 
its parent, sibling, senior and cousin CBRs from the else messages of one or 
more of its clients or to shield its parent, sibling, senior and cousin CBRs from 
5 all its else messages and all its request registration request messages. A child 

CBR may operate in either, both or none of these modes. 

The following description relates to connecting CBRs. Provided that 
CBRs are not operating in a shielding mode : 

CBRs connected together in a tree structure will enable any else 
10 message and any request message (subject to its registration rule) to get 

to any client for which such interest has been registered. 

CBRs connected together in a loop may enable messages to travel 
through them indefinitely. 

Else messages move up a tree of CBRs unconditionally and move down 
15 a tree of CBRs by interest criteria registration only. 

Interest criteria registration moves up a tree of CBRs unconditionally. 
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A CBR holds the union of interest criteria for all points below it in a 
CBR tree. 



Peer CBRs may also be established by the method of the present invention. 
A tree of CBRs can be connected to another tree of CBRs such that messages from 
5 one tree may flow into the other but messages from the receiving tree will not flow 

into the sending tree. When a receiving CBR connects to a sending CBR, instead 
of updating its list of parent CBRs with the id of the sending CBR, it updates its list 
of peer CBRs to whom it has connected with the id of the sending CBR, registers 
with the sending CBR the criteria for wanted else messages that are of interest to 

10 its own clients and sends to the sending CBR a mark peer request message. 

Subsequently, as this criteria changes, the receiving CBR notifies the sending CBR. 

When a sending CBR receives a mark peer request message, it updates its list 
of peer CBRs who have connected to it with the id of the child that sent the mark 
peer request message (the child is the receiving CBR) and registers with that 

15 receiving CBR the criteria for request messages that are of interest to its own 

clients. Subsequently, as this criteria changes, the sending CBR notifies the 
receiving CBR. 

Suppression of Some Messages From a Client is further provided for by the 
present invention. If a client of a CBR wishes to operate as part of a set of 
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redundant clients, and that set of clients has the property of allowing only one of 
the set to respond to request messages and to send else messages, then each of the 
other clients in that set may send a suppress some of my messages request message 
to the CBR. When a CBR gets a response message or an else message from such 
5 a client it ignores the message. All other messages from such a client are processed 

normally. This facilitates a client's ability to act as a backup to another client (or 
to be part of a set of backups to another client) - the clients may be identical except 
for the issuance of the suppress some of my messages request message. 

Having described preferred embodiments of the invention v^ith reference to 
10 the accompanying drawings, it is to be understood that the invention is not limited 

to those precise embodiments, and that various changes and modifications may be 
effected therein by one skilled in the art without departing from the scope or spirit 
of the invention as defmed in the appended claims. 
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